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Learning Topic: Security Management
Course Name: Security Management

Reference Code : SAF 331

Description:

An organization can either incorporate security guidance into its general project management
processes or react to security failures. It is increasingly difficult to respond to new threats by
simply adding new security controls. Meeting security requirements now depends on the security
management that coordinates actions of multiple security devices, applications and supporting
infrastructure, end users, and system operations.

This training provides the best tool for realistically preparing the security management to deal
effectively with a wide range of situations. It will also assist security managers in developing
more effective and realistic security programs

Course Objective:
At the end of the training, successful delegates will:
e Be able to understand the fundamental issues of the Security System in industrial setting
e Develop strategies for Security Vulnerability Analysis (SVA)
¢ (Gain a broader understanding of the principles of asset protection in the interest of the
employees and visitors
e Be able to develop a comprehensive and effective departmental security management
system.
e Beable to assess and deal with Insider Security Threats
e Be able to improve the quality of job performance of protection by applying high level of
security practice
e Be able to deal with various issues and special situations (threats, non-compliance,
environmental, etc.)
e Efficiently communicate with all concerned parties and individuals.
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program me Methodology:

This program consists of modules containing lecture content, skill assessments, participative
discussions, video presentations and delegate exercises in order to create high impact training. The
program is designed to be dynamic and highly interactive as well as educational. The primary
focus is to provide delegates with concepts and methods which they can put to immediate use in
the workplace.

Who Should attend?

Primarily aimed at personal in the field of security management who have accountability and
responsibility for the security activity within their company, and who are seeking high level of
professionalism in the field. It will also benefit executives and managers who require an insight
into security professionalism

Course Outline:

1. The Role of the Security Program Manager

o Includes:

Lead role in threat assessments

Program maintenance and updates

Incident response and coordination

Chair of the security program committee
Training responsibilities

Coordination with other Departments
Coordination with agencies and response units
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2. Management Commitment and Responsibilities

o Includes:
v’ Program management
v Program review and updates
v Development of a review panel or task force if hazards are identified, or for
deployment after an event to assist in its review
v’ Assisting with training
v Enforcing disciplinary actions as needed
v' Interaction and assistance with regulatory and response agencies

3. Security Vulnerability Assessment — SVA
o Includes:

e What does security vulnerability assessment (SVA) involve?

e Security-sensitive areas.

e SVA risk variables

e Asset attractiveness
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Threat
Potential security infiltrations

Security & vulnerability assessment methodology

Security vulnerability screening
Countermeasures analysis

4. Security Management System and Plan

o Includes:

Management policy. commitment and responsibilities

Threat Assessment and Analysis
Education and Training

Program Exercises and Drills

Threat Mitigation, Control and Response
Incident Review and Analysis

Specific Response Protocols
Communications

5. Employee Education and Training
Focus on developing, proficient and advanced levels

o Includes:

Security performance

Facility security principle
Security surveillances

Security process control
Devices & equipment handling
Security threat response

Crisis & emergency response
Investigation & reporting skills
Security risk assessment
Security checks & inspection
Traffic management

Physical fitness

Self defense

Weapons usage

Security sense

Event-specific responsibilities.
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Course Duration Date Venue Course Fee

5 Days

Time: 08:00 AM -03:00 PM Numbers of hours: 30 Hours
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